The expansion of Internet has led to a variety of directly accessible devices and services. Nowadays, companies tend to increase the number of Internetfacing services in order to ensure higher visibility, and accessibility towards end-users. Nonetheless, this profound expansion towards an "Internet of Things" brings new opportunities to malicious actors. As a result, novel cyber-physical attacks bring new challenges to systems administrators in order to accommodate traditional user requests with security prerequisites. Therefore, in this paper we propose a novel approach for historical Internet connectivity assessment of services. The technique uses the output of the popular Shodan search engine to infer the lifetime of different Internet-facing services. Experimental results conducted on IP address blocks attributed to six different institutions distributed across four sectors (university, telecommunications, banking, and power) show different possible service lifetime patterns.
Introduction
The expansion of Internet and more specifically of the number of directly connected devices has been acknowledged to intensify in the years to come. In fact, predictions indicate that more than 25 billion devices are going to be accessible from the Internet by 2015 and approximately 50 billion devices by year 2020 [1] . Among these we find a wide palette of devices ranging from sensors and actuators, Radio Frequency Identification-based devices (RFID), industrial equipment, video surveillance cameras, to generic PCs and networking devices.
This profound expansion has led to the development of novel terminology and directions of research encompassing a variety of devices delivering advanced features. As a result, nowadays we commonly find various terms such as cyber-physical systems, critical infrastructures, and more recently the Internet of Things (IoT) incorporated into research, industry, and policymakers' headlines. In general, the previously mentioned terms refer to modern systems structured across two layers: the cyber layer and the physical layer. The cyber layer encompasses all the Information and Communication Technology (ICT) hardware and software which facilitate the implementation of software and communications over various networks. These are tightly coupled with different physical devices ranging from sensor networks to complex industrial physical processes, denoting the physical layer.
Nonetheless, despite their advanced features and indisputable advantages, the exposure of Internet-facing services within these advanced cyber-physical systems brings new challenges. In effect, the variety of services directly accessible from Internet opens new opportunities to malicious actors and may lead to significant damages on critical cyber-physical infrastructures [2] . Unlike traditional ICT systems where the effect of cyber threats is mainly limited to the cyber realm, in modern Internet-facing cyber-physical systems, cyber disturbances can propagate to the heart of critical hardware. Here, most of time protected by the anonymity of remote Internet connections, malicious actors can launch distributed cyber attacks with profound impact on the normal functionality of critical physical processes [3, 4] .
Unfortunately, as demonstrated by [3, 4] , these scenarios are real and are not based on hypothetical presumptions. Moreover, with the various recently reported vulnerabilities, attackers are given further alarming opportunities to compromise and gain access to sensitive services. As a result, in this paper we argue that Internet-facing services need a more in-depth analysis in order to identify accidental open ports, accidentally connected services and critical security changes.
Faced with these challenges, this paper proposes a non-intrusive historical assessment of Internet-facing services. The term non-intrusive in the proposed technique refers to the passive characteristic of the undertaken methodology, which relies on indirectly acquired data to assess the Internet-connected services. More specifically, the technique relies on Shodan [5, 6] , a popular search engine designed to crawl the Internet and to index common services. Essentially, the methodology proposed in this work takes the output of Shodan queries and performs an in-depth, historical analysis on the received data. The technique identifies a variety of services, it shows historical service connectivity changes and different cross-sectorial connectivity patterns. We experimentally evaluate the effectivity of the proposed technique by assessing the service connectivity of three different universities, one telecommunications operator, one banking institute, and one railway operator.
There remaining of this paper is organized as follows. Section 2 provides a brief overview of related work. The proposed approach is presented in Section 3, while the experimental assessment is included in Section 4. The paper concludes in Section 5.
Related work
In the field of service scanning we find various tools and techniques. The most well-known tools are NMap [8] and ZMap [9] , which enable active service discovery and Operating System (OS) fingerprinting. These tools rely on intrusive packet-based scanning ranging from elementary PING packets to TCP-SYN scans, which are aimed at accurately identifying OS, and services.
Next, we mention the work of Auffret [10] which combines the advantages of signature-based passive fingerprinting techniques with active probing in order to accurately identify OS in a restrictive scenario in which services are located behind filtering devices and have only one TCP port open. The proposed tool, called SinFP is suitable for fingerprinting over IPv4 as well as IPv6.
The literature survey revealed that the technique relating most to ours is the one proposed by Manes, et al [11] . The tool, called NetGlean, provides realtime and historical view on the analyzed system. It continuously monitors the underlying network infrastructure and constructs machine fingerprints based on a variety of system features such as installed services, OS name and version, and so on. NetGlean relies on distributed network "sensors" in order to acquire network packets and a database system to store results in a time-ordered series. Although from one point of view this approach can provide historical data on the analyzed services, it requires the deployment of complex monitoring infrastructure, while the technique proposed in this paper builds on state-of-theart search engines, which does not necessitate the installation of historical monitoring infrastructures.
Problem statement and proposed approach
Nowadays, security experts from various institutions are faced with new challenges that require accommodating sophisticated user requirements with strict security constraints. Unfortunately, in many cases security requirements are missing from user-defined system architectures. Furthermore, due to On the other hand, security experts need to ensure that systems expose to Internet only a specific set of pre-approved, constantly maintained and supervised services. Subsequently, systems need to be monitored in time in order to ensure the identification of critical changes which may have lead to cyber security events, e.g., Denial of Service attacks, cyber espionage attacks.
To achieve the aforementioned requirements, various techniques may be employed. Active probing techniques for instance may return the set of services and their configurations by actively probing for open ports. Results are stored in a database and historical analysis is made available through data processing techniques. On the other hand, passive techniques rely on third-party data in order to retrieve meaningful service data. The probing in this case is less disruptive; however, it suffers from several shortcomings such as possibly inaccurate data, incomplete data, and the limitations of third-party service capabilities.
To address these challenges, in this paper we propose a passive analysis approach of Internet-facing services. At its core we find the Shodan [5] search engine and an Application for Historical Service Assessment (AHSA) (see Figure 1 ). Shodan is designed to crawl the Internet and to index all common services found within a predefined list (currently reaching more than 80). Its ability to index and search devices ranging from Web cameras to industrial automation hardware [6] , has made from Shodan a powerful tool, but also "the scariest search engine on the Internet", as reported by a CNN article [7] . The previous lines provide a simple example on the use of Shodan's API to return information on one specific host, i.e., IP. Line 1 is used to import Shodan's main module, while line 2 instantiates the Shodan class. In this second line the API_KEY is the user key that is automatically generated by Shodan's Web portal for each newly registered user. Finally, line 3 calls host() function which returns the information stored in Shodan database on the requested host's IP address. Results are returned in JSON format. A selection of fields extracted from a result returned by Shodan is given below. The complete JSON result can be found at [12] .
"region_code": null, "ip": "41.21.249.170", "area_code": null, "country_name": "South Africa", "country_code": "ZA", "data": [ { "product": "Siemens HiPath 3000 telnetd", "os": null, "timestamp": "2014-01-12T18:25:41.370550", "isp": "Vodacom", "asn": "AS36994", "banner": "************************* HiPath 3000 Telnet **** ** Adjust the Telnet ** window to the ** visible frame * *************************" } ]
AHSA communicates with the Shodan database via Shodan API and it retrieves historical data on the list of target services. The results are processed in the attempt to classify services and to generate valuable service lifetime patterns. The output of AHSA is a service classification (based on port number) that contains historical service data as well as service-specific information, e.g., service banners. The main advantages of AHSA over Shodan's built-in Web interface is that by leveraging Shodan's API AHSA can return more details, it can provide customized service classifications and it supports the implementation of modules aiming at further off-line service data processing.
A prototype of AHSA was implemented in Python programming language. AHSA is built with modularity in mind, and the results of each phase are stored in JSON files. This ensures that further development and processing is possible from various languages and techniques.
Experimental results
The powerful features of Shodan are exposed through the Python implementation of AHSA. As a result, AHSA receives as input a network address block and it returns a list of services, classifications, and historical data. Therefore, in this section AHSA's assessment shows its effective applicability by analyzing real-world services. For obvious security reasons we deliberately omitted the exact service hosts and service details.
Presently, AHSA is implemented as a fully-working prototype in the Python language. It features different modules to interrogate Shodan database, to process results, and to generate reports. It uses a freely distributed Shodan key (upon user registration) to issue queries. It has been extensively tested on Debian platforms, however, given that it relies on traditional Linux/Python libraries, it may be ported on other distributions as well.
A. Experimental Setting
We selected six 24-bit IP blocks representing class 'C' sub-nets of six different institutions from different member states of the European Union. The selected IP blocks have been carefully verified in order to ensure that they are assigned to the selected institutions including three different universities, one telecommunications operator, one banking institute, and one railway operator.
With the selected list of IP addresses we launched AHSA and we interrogated Shodan's database for historical service data. The returned results are presented in the remaining of this section. Figure 2: The number of service types discovered by AHSA.
B. Discovered Services
The analysis of the selected institutions showed a wide variety of services. As a result, we have found common DNS, FTP, HTTP, HTTPS, IMAP, SMTP, and SSH services, but also less common services such as RDP and SNMP (see Table 1 ). RDP and SNMP are considered powerful protocols implemented in critical devices. For instance, SNMP is usually implemented in switching and routing devices and enables remote configuration capabilities for networking decisions. Therefore, the exposure of these protocols directly to the Internet may raise serious security concerns and can attract various attackers in the attempt to take control over such critical devices. On the other hand, a cross-sectorial analysis on the selected six institutions revealed that University-class institutions exhibit a wider palette of service types, than institutions from different (private) sectors. In case of the Banking institution included in this analysis for instance, we have found only two service types (returned by Shodan), namely HTTP and HTTPS, while in case of University 1 we have found 26 different service types.
The distribution of the number of services and service types across the six different institutions is also presented in the charts in Figure 3 . Here it is also clear that University-type institutions exhibit a large variety of services, which is also true for the telecommunications operator. In the later case the explanation is that telco operators in general need to host different services for different private and public customers. As a result, the variety of services may grow with the variety of customers and their demands.
C. Historical Service Analysis
Next, we experimented with AHSA's ability to retrieve and process historical service data from Shodan. In this respect, for each discovered host and each service AHSA retrieved historical data corresponding to each Shodan scan directed towards a specific service.
An example on the results returned by AHSA is provided in Figure 4 . Here we have included the historical availability of HTTP services in the case of University 1 (see Figure 4 (a) ), of FTP services in the case of University 3 (see Figure 4 (b)), of HTTP services in the case of the Bank institute included in the study at hand (see Figure 4 (c)), and finally, the FTP services in the case of the power company (see Figure 4(d) ).
In each of the four figures each point denotes the presence of a service entry at a specific date. In case two entries of different dates are present, for the same host and service, then a line is drawn between them in order to illustrate the continuity in time of this service. It can be seen from the four examples provided in Figure 4 that specific services have a very brief life-time, and in few cases there have been only one scan results returned. This may be attributed to test services, to services being moved from one IP address to another, and/or to service (security) configuration modifications.
On the other hand we noticed a significant difference in the lifetime of services from the different sectors. As also depicted in Figure 4 , Universityclass services tend to have more short-life services, with several services having a lifetime of at most a few months. On the other hand, the industry sector seems to expose dominantly long-term services. 
D. Discussion
The results presented in this section constitute an important finding which, based on the results returned by AHSA, show mainly a different perspective on the lifetime of services across different sectors. Obviously, the authors are aware of the fact that more elaborate conclusions need to be based on additional results and that a more extensive study would be required in this respect.
Nonetheless, the results presented in this study are a clear proof on the powerful capabilities that passive analysis can provide today. At the same time, with the growing number of search engines such as Shodan, security specialists need to take additional measures in order to ensure that Internet-facing services do not expose vulnerabilities. However, these tools can also be used by systems administrators in order to verify the degree of exposure and to ensure that services are not exposed (mistakenly) to the outside world.
Finally, we underline that passive analysis represents the first step in the analysis of services and it is obviously limited to the correctness and completeness of data provided by third-party scanners such as Shodan.
Therefore, it should be noted that tools such as AHSA need to be viewed as an important asset and as part of a large palette of vulnerability tool-chains which can aid in the passive assessment of Internet-facing services.
Conclusion
We presented a novel, state-of-the-art technique to passively and historically assess the lifetime of Internet-facing services. The developed tool builds on the features exposed by advanced search engines available today. More specifically, the output of Shodan search engine was processed in order to identify intrinsic details and service lifetime patterns. The experimental assessment performed on six different IP address blocks attributed to four different institution types revealed possible differences between the lifetime of services in University-like institutions and in private companies such as telecommunications, banking and power operators. The approach is well-suited for passive analysis, however, users need to take into account the obvious limitations of these techniques, which need to be coupled and integrated into a complete methodology for vulnerability assessment of Internet-facing services.
